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USB Encryption Stick Secure Data

INTORDUCTION

The USB Encryption Stick Secure Data provides data encryption for Windows
platforms. It securely encrypts all types of files (text, images, etc.) on hard
disk, SSD, memory cards and USB memory. You can keep your private data
safe, the Encryption-Stick uses an AES 256bit hardware key to encrypt files.
The use of a graphical user interface is user-friendly, with simple drag and
drop the selected files of directories are encrypted or decrypted.

You can encrypt/decrypt individual files and directory contents as well as
multiple files and directory contents. For the directory contents only the
desired directory has to be selected. If you select a directory, only the files
in it are encrypted/decrypted.
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Features

e USB 2.0 interface for Windows / USB 3.0 compatible

e AES 256bit hardware encryption

e Any kind of files (images, text, etc.) can be processed

e Password protected encryption / decryption process

e Easy encryption / decryption via drag and drop (user interface)

e Selection: individual password for each entry or master password

e SETUP version and PORTABLE version of software program are both
provided

e Support Windows XP/VISTA/7/8/10

Operation Instructions

Software Download

SETUP VERSION (SuperVaultPRO_setup.exe)
https://www.scm-pc-card.de/ftp/DataELock/SuperVaultPRO-setup.zip

Setup Version: requires this installation.

PORTABLE VERSION (SuperVaultPRO_portable.exe)
https://www.scm-pc-card.de/ftp/DataELock/SuperVaultPRO-portable.zip

Portable Version: is not installed on the computer, but loaded into the
main memory and must be executed each time the computer is restarted

USER MANUAL
https://www.scm-pc-card.de/ftp/DataELock/Manual-English.zip

Download the desired version and unpack it into a directory of your choice!
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Software Installation
(Only SETUP VERSION requires this installation)

1. Double-click on the “SuperVaultPRO_setup.exe” s
program icon to run the setup program.

SETUP SuperVault
PRO_setup

.Exe

2. A “User Account Control” dialog will show up for your confirmation; please
click on “Yes” to proceed.

@ Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  SupervaultPRO_setup.exe
Publisher: Unknown
File origin:

V. Show details

hange when these notifications appear

Press the Button “YES”

3. Follow the on-screen instructions to complete the installation procedure.

The specified installation directory in the "Select Destination Location"
window can be changed via the "Browse" button or by entering the desired

directory
. Setup - SuperVault PRO = R
Select Destination Location "
Where should SuperVault PRO be installed? C

l Setup will install SuperVault PRO into the following folder.

To continue, dick Next. If you would like to select a different folder, dick Browse.

C:\Program Files (x86)\SuperVault PRO

At least 3,0 MB of free disk space is required.

Next > Cancel
Press the button “Next>"
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The fields "Create a desktop shortcut" and "Auto Startup" can be switched
off by clicking on them.

+ Setup - SuperVault PRO = =
Select Additional Tasks ~
Which additional tasks should be performed? @

Select the additional tasks you would like Setup to perform while installing SuperVault
PRO, then dick Next.

Additional shortcuts:
V| Create a desktop shortcut
[¥] Auto Startup

l < Back H Next > J[ Cancel

Press the button “Next>"

In the dialog shown below, the previously selected information is displayed
again. These could still be changed by the ICON "Back".

. Setup - SuperVault PRO ) X |

Ready to Install "
Setup is now ready to begin installing SuperVault PRO on your computer. C

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location: -
C:\Program Files (x86)\SuperVault PRO

Additional tasks:
Additional shortcuts:
Create a desktop shortcut
Auto Startup

l < Back ][ Install ][ Cancel

Press the button “Install”
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 Setup - SuperVault PRO =

Completing the SuperVault PRO
Setup Wizard

Setup has finished installing SuperVault PRO on your
computer, The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.

[¥] Launch SuperVault PRO

Finish

Press the button “Finish”

Note: select the "Launch SuperVault Pro" field if the Encryption Stick has
been connected to the USB. Otherwise the following message will happen.
"SuperVault PRO not found". A counter with 30 seconds appears. If the
USB stick has not been inserted by the end of the time, the window closes
automatically.

Super Vault Pro

SuperVault PRO not found
16

4. After successful installation you will find the icon "SuperVault Pro" on the
DESKTOP and under programs.

¥
|
N
SuperVault
PRO
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Using the USB Encryption Stick Secure Data and software

1. Connect the "Encryption Stick" to a free USB slot on the PC. The system
recognizes the stick automatically and installs the drivers.

2. Start the program "SuperVault Pro", or the portable version of the
program "SuperVaultPRO_portable.exe" with a double-click on the icon.

5 W
SuperVault SuperVault

PRO PRO_porta
ble exe

3. A “User Account Control” dialog will show to ask for your confirmation;
please click on “Yes” to proceed.

f“. Do you want to allow the following program from an
">/ unknown publisher to make changes to this computer?

Program name:  SuperaultPRO_portable.exe
Publizher: Unknown
File origin:

V. Show details

Press the button “Yes”
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4. The Encrypt/Decrypt tool box will show up; now it's ready to
encrypt/decrypt data.

1 supervaul R0 SIS

Poep/ue

Note: that displayed window "Super Vault PRO" is not closed when clicking

] :
the x =E@ in the header, but stored in the Systray and can
be accessed from there again or closed.

0947 |
29112017

FTheetEEEMERSR DO

Systray

The tool box is automatically closed when removing the USB Encryption
Stick. When the USB Encryption Stick is reconnected, the tool box will
reopen automatically.

Exceptions:

o If the program has been closed and is no longer visible in the

Systray.
o When restarting the computer when the portable version was
started.
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Data Encryption

1. Open the file manager and drag and drop the desired files or “directory
contents by selecting the directory” on the Encrypt icon of the user
interface. The user interface accepts individual files / directory contents as
well as multiple files / directory contents simultaneously. Where the
directories are encrypted only the files contained therein and only in the
main directory, nothing changes in the directory itself.

W Music I i [=] 3]
L[} v TestTemp vmuse v K8 | searchmusc (D

Crgsree v Inchiceinbrary v  Shaewth v Payal Bum  New folder

Note: Only files in the root directory are encrypted, not files that are in a
subdirectory. The names of the selected files change not just the file type
(example: "Test Type: Text Document" becomes "Test.txt Type:
SECPRO"). After the encryption of a “directory content by selecting the
directory”, individual files contained therein can be decrypted again.

Example:

Directory structure = Windows \ Pictures \ Private

If the Windows directory is selected, the files in it are encrypted, but not in
the Pictures and Pictures \ Private directory.

If the files are to be encrypted in the Private directory, they must be
selected directly.
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2. Enter the password for decryption twice, and then press OK.

Password length between 4-32 characters English Letters (upper/lower
case) / numbers / symbols

Note: Encrypted files and directories can no longer be decrypted without
the password.

Enter password: I”“”
Verify l******l
[T |Use master pa

WARNING!!! Encrypted files cannot be decrypted if the
password is lost.

Save as Master Password | OK I Cancel

PW

The function "Save as Master Password" allows the tool to remember
the password. If the checkbox next to "Use Master password" is set, the
tool automatically inserts the password. Thus, you do not have to enter
the password each time you encrypt files.

When decrypting files, the password is always requested

3. The tool will start the encryption process immediately; when it's done,
press OK.

Encrypt File 8

Time Started: 2013-11-27 18:15:40
Time Finished: 2013-11-27 18:15:43
3 files processed.

3/3
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4. Data encryption is done. Encrypted files are displayed as a SECPRO file.

(N ol x|
&L |1 v TestTemp > Msic ~ k23 | search music =)
Organze v Include in brary ~ Shars with ~ Play al  Burn New folder . i @

— —_—— e e e e e e e e e e e ———— — ~
Favorites — K4 16 .New Divide. mp3.secpro Dariel - Bad Day. mp 3.5ecpro 1
B Desktop 1 SECPRO Fle SECPRO Flle .
B Dowioads 1 6.16 VB 5.35MB -
%5 Recent Places 1 Wonder Girls - Nobody.mp3.secpro 1
1 SECPRO Fle ’
8.2z2mB
. Loraries e e e e G s -
= Apps
Documents
&£ Music
8. Pictres
B videos
¥ Computer
& WIN7 (C3)
& Data (D) ki
> Removable Disk (F

=

J 3tems

Note: If directories are selected, only the files they contain will be
encrypted, subdirectories and their contained files will not be encrypted.

DATA DECRYPTION

1. Open the file explorer, and then drag and drop the file/ ,directory

contents by selecting the directory” to be decrypted into the Decrypt

icon in the tool box. The tool box accepts single file/folder or multiple
file/folder.

ol x
Q[ e ~ B [ s ¥l

orgaree v reldenibory v Shaewmn v

Had B Newlrk

(]

o
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2. Enter the password for decryption, and then press OK.
Note: The files / directory contents cannot be decrypted if you have
forgotten the password.

Enter password: i

******I

Enter password:

| oK I Cancel

3. The tool will start the decryption process immediately; when it’s done,

press OK.
Decrypt File
Time Started: 2013-11-27 18:17:37
Time Finished: 2013-11-27 18:17:38
10 files processed.
I (o0
.
7 0K
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4. Data decryption is done.

-10] x|
5
Z]
Organize v  Includeinibrary v Sharewith ¥ Playal Burn  New folder 52 v [ &
= T G L e  a —
- Favorites — 1 . 16NewDivide \L  Daniel - Bad Day \
B Desktop I J) MP3 Format Sound MP3 Format Sound |
] Me3 6.16 VB MP3  535MB
I3 Downloads I
25 Recent Places I\ wonder Gris - Nobody I
I g’ MP3Formatsound 1
. MPs 822 B
. Libraries \ !
- [N A S S S U USSP A RN U S R ———— -
= Apps
. Documents
4 Music
=, Pictures
B videos
& Computer
& WINT ()
= Data (D) o
«> Removable Disk (F:
l 3itermns

Note: Directories are not decrypted, only the files contained in the
main directory.

SCM PC-Card GmbH Tel.: +49 84 41 788-840
Sperl-Ring 4 / Hettenshausen Hotline: hotline@scm-pc-card.de
D-85276 Pfaffenhofen / Ilm Fax: +49 84 41 788-900

Internet: http://www.scm-pc-card.de
Subiject to change without notice — non contractual document
Seite 12 von 12 Version 1.0



mailto:hotline@scm-pc-card.de
http://www.scm-pc-card.de/

